
Zero Data Loss Autonomous Recovery Service
Zero Data Loss Protection of Oracle Database on Oracle Cloud Infrastructure



Ransomware risk
• Help prevent data theft during 

and after an attack 

• Minimize data loss exposure & 
down-time after an attack

• Protection against backup 
deletion or alteration during an 
attack

Operational cost impact
• Weekly full backups are time and 

resource intensive on production

• Backup validations consume 
production database resources

• Cloud costs are difficult to 
interpret when managing overall 
consumption

Complex management
• Time consuming to config and 

manage cloud-scale protection

• Difficult to determine backup 
health and recoverability

• Difficult to calculate backup 
space utilization for a database

Challenges with today’s database cloud backups
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Ransomware resiliency
• Automated and mandatory 

encryption to help prevent data 
theft

• Safeguards backups with 
enforced 14-day minimum 
retention

• Optimizes backups in 
background for fast recovery 
with zero data loss

Operational efficiency
• No more weekly full backups –

eliminates production database 
overhead

• Shorter backup windows with 
incremental forever strategy

• Zero-impact database recovery 
validation for every backup

Cloud simplicity
• Quickly configure database 

protection at scale with zero data 
loss

• Control costs with database-
specific backup consumption 
metrics

• Gain deep data protection 
insights with granular recovery 
health dashboard

Zero Data Loss Autonomous Recovery Service
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Zero Data Loss Autonomous Recovery Service
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Oracle Cloud Infrastructure

Incremental 
forever

backups

Automated Compressed Encrypted

Encryption keys owned by DB, 
never stored with the backup

Autonomous 
Database -
Dedicated

Exadata 
Database 
Service

Base 
Database

Control plane for 
operational

orchestration

OCI databases
Management UI

Monitoring for policy-based
retention,  backup health, & 

storage utilization

End-to-end encryption & validation to 
help ensure security & recoverability

Cloud infrastructure for 
scale, high availability & 

load balancing



Autonomous Recovery Service SKUs/Pricing
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SKU Description Metric List Price
(USD)

Notes

B95240 Oracle Database Autonomous Recovery Service Virtualized-GB per Month $0.0306 Minimum 1 GB

B95241 Oracle Database Zero Data Loss Autonomous Recovery Service Virtualized-GB per Month $0.0400 Minimum 1 GB

Only B95241 comes with sub-second RPO through real-time data protection.
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Zero Data Loss 
Autonomous Recovery Service
Quick Demo



Backup configuration
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Monitoring – Database console
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Monitoring – Database console
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Monitoring – Recovery Service console: Database details
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Monitoring – Recovery Service console: Database details
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Monitoring – Recovery Service console: Database details
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Monitoring – Recovery Service console: All databases
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Restore– Database console
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Restore– Database console
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Restore– Database console
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Ransomware Resiliency
• Automated and mandatory 

encryption to help prevent 
data theft

• Safeguards backups with 
enforced 14-day minimum 
retention

• Optimizes backups in 
background for fast 
recovery with zero data 
loss

Operational Efficiency
• No more weekly full 

backups – eliminates 
production database 
overhead

• Shorter backup windows 
with incremental forever 
strategy

• Zero-impact database 
recovery validation for 
every backup

Cloud Simplicity
• Quickly configure database 

protection at scale with 
zero data loss

• Control costs with 
database-specific backup 
consumption metrics

• Gain deep data protection 
insights with granular 
recovery health dashboard

Summary
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Additional resources

Website:  https://www.oracle.com/recoveryservice/
Blog:  https://blogs.oracle.com/maa/post/introducing-recovery-service
Cost Estimator:  https://www.oracle.com/cloud/costestimator/ - /load&tag=ZRCV
Documentation: https://docs.oracle.com/en/cloud/paas/recovery-service/dbrsu

Product demo:
• Backup - https://youtu.be/p0-YyVEY140
• Monitoring - https://youtu.be/HF6yqIaoFNc
• Restore - https://youtu.be/q-ugDTHKVic

https://www.oracle.com/recoveryservice/
https://blogs.oracle.com/maa/post/introducing-recovery-service
https://www.oracle.com/cloud/costestimator/
https://docs.oracle.com/en/cloud/paas/recovery-service/dbrsu
https://youtu.be/p0-YyVEY140
https://youtu.be/HF6yqIaoFNc
https://youtu.be/q-ugDTHKVic


Thank you
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